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Release 12500-CMW520-R1828 & 
12500-CMW520-R1828-US 


This release has the following changes: 


 New feature: Configuring the maximum number of ECMP routes 


 Modified feature: Support for per-packet link-aggregation load sharing criteria 


 Modified feature: Support for PVST BPDU tunneling 


 Modified feature: loopback detection action 


 Modified feature: Increasing the aging timer upper limit for dynamic MAC address entries 


 Modified feature: Setting the device name and configuring the VLAN description 


 Modified feature: Configuring peer advertise-community, peer description, peer password, and 
peer route-limit in IPv6 BGP-VPN instance view 


 Modified feature: Configuring IPv4 routing protocols to support a maximum of 32 ECMP routes 


 Modified feature: Supporting the pxp keyword for MAC-in-MAC instance configuration 


 Modified feature: Suppressing only the link-up event by using the link-delay command 


New feature: Configuring the maximum number of ECMP 
routes 


Configuring the maximum number of ECMP routes 


A routing protocol might find multiple optimal equal-cost routes to the same destination. You can use 
these routes to implement equal-cost multi-path (ECMP) load balancing. 


To configure the maximum number of ECMP routes: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Configure the maximum 
number of ECMP routes. max-ecmp-num number 


By default, the maximum 
number of ECMP routes is 16. 


 


Command reference 


max-ecmp-num 


Use max-ecmp-num to specify the maximum number of ECMP routes for load balancing. 


Use undo max-ecmp-num to restore the default. 


Syntax 


max-ecmp-num number 


undo max-ecmp-num 
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Default 


The maximum number of ECMP routes is 16. 


Views 


System view 


Default command level 


2. System level 


Parameters 


number: Specifies the maximum number of ECMP routes. The value must be 16 or 32. 


Examples 


# Specify the maximum number of ECMP routes as 32. 
<Sysname> system-view 


[Sysname] max-ecmp-num 32 


Modified feature: Support for per-packet link-aggregation 
load sharing criteria 


Feature change description 


Before modification: Only per-flow link-aggregation load sharing criteria is supported.  


After modification: Both per-flow and per-packet link-aggregation load sharing criteria are supported.  


 Per-flow load sharing—Classifies traffic flows by source or destination MAC address, source or 
destination port number, ingress port, source or destination IP address, or MPLS label, or any 
combination of them, and forwards packets of the same flow on the same link. 


 Per-packet load sharing—Load balances traffic across member links by packet. 


Command changes 


Modified command: link-aggregation load-sharing mode 


Old syntax 


link-aggregation load-sharing mode { destination-ip | destination-mac | destination-port | 
ingress-port | mpls-label1 | mpls-label2 | mpls-label3 | source-ip | source-mac | source-port } 


New syntax 


link-aggregation load-sharing mode { { destination-ip | destination-mac | destination-port | 
ingress-port | mpls-label1 | mpls-label2 | mpls-label3 | source-ip | source-mac | source-port } * | 
per-packet } 


Views 


System view 
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Change description 


The per-packet keyword was added to the link-aggregation load-sharing mode command. With the 
per-packet keyword specified, the command performs per-packet load sharing in link aggregation 
groups. 


Modified feature: Support for PVST BPDU tunneling 


Feature change description 


The device supports enabling BPDU tunneling for PVST in this release. 


Command changes 


Modified command: bpdu-tunnel dot1q 


Old syntax 


bpdu-tunnel dot1q stp 


undo bpdu-tunnel dot1q stp 


New syntax 


bpdu-tunnel dot1q { pvst | stp } 


undo bpdu-tunnel dot1q { pvst | stp } 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view, port group view 


Change description 


The pvst keyword is added to the bpdu-tunnel dot1q command. Use bpdu-tunnel dot1q pvst to enable 
BPDU tunneling for PVST. Use undo bpdu-tunnel dot1q pvst to disable BPDU tunneling for PVST. 


To enable BPDU tunneling for PVST on an interface, you must disable STP on the interface and enable 
BPDU tunneling for STP first. 


Modified feature: loopback detection action 


Feature change description 


This release modifies the loopback detection action shutdown configured by using the 
loopback-detection action command.  


 Before the modification: When detecting loops, the system prints log information, sends trap 
messages, and shuts down the port to disable the port from sending and receiving packets 
(including loopback detection frames). A port shut down by the loopback detection action stays 
down until you use the undo shutdown command to manually bring up the port.  


 After the modification: When detecting loops, the system prints log information, sends trap 
messages, and shuts down the port to disable the port from sending and receiving packets 
(including loopback detection frames). A port shut down by the loopback detection action will be 
brought up again after the port status detection timer (set by using the shutdown-interval command) 
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expires. When loops are still detected on the port after it is brought up, the port will be shut down 
again. 


Command changes 


None 


Modified feature: Increasing the aging timer upper limit for 
dynamic MAC address entries 


Feature change description 


The aging timer upper limit for dynamic MAC address entries is increased from 3600 seconds to 86400 
seconds (24 hours). 


Command changes 


Modified command: mac-address timer 


Syntax 


mac-address timer { aging seconds | no-aging } 


Views 


System view 


Change description 


Before modification: The value range for the seconds argument is 10 to 3600 seconds. 


After modification: The value range for the seconds argument is 10 to 86400 seconds. 


Modified feature: Setting the device name and configuring the 
VLAN description 


Feature change description 


The length of the device name and that of the VLAN description are increased to 64 characters. 


Command changes 


Modified command: sysname 


Syntax 


sysname sysname 


undo sysname 
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Views 


System view 


Change description 


Before modification: The value for the sysname argument can have 1 to 30 characters. 


After modification: The value for the sysname argument can have 1 to 64 characters. 


Modified command: description 


Syntax 


description text 


undo description 


Views 


VLAN view 


Change description 


Before modification: The value for the text argument can have 1 to 32 characters. 


After modification: The value for the text argument can have 1 to 64 characters. 


Modified feature: Configuring peer advertise-community, peer 
description, peer password, and peer route-limit in IPv6 
BGP-VPN instance view 


Feature change description 


The following commands are supported in IPv6 BGP-VPN instance view: 


 peer advertise-community 


 peer description 


 peer password 


 peer route-limit 


Command changes 


Modified command: peer advertise-community 


Syntax 


peer ipv6-address advertise-community 


Views 


IPv6 address family view, IPv6 BGP-VPN instance view 


Change description 


Before modification: The peer advertise-community command can be executed only in IPv6 address 
family view. 
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After modification: The peer advertise-community command can be executed in both IPv6 address 
family view and IPv6 BGP-VPN instance view. 


Modified command: peer description 


Syntax 


peer ipv6-address description description-text 


Views 


IPv6 address family view, IPv6 BGP-VPN instance view 


Change description 


Before modification: The peer description command can be executed only in IPv6 address family view. 


After modification: The peer description command can be executed in both IPv6 address family view and 
IPv6 BGP-VPN instance view. 


Modified command: peer password 


Syntax 


peer ipv6-address password { cipher | simple } password 


Views 


IPv6 address family view, IPv6 BGP-VPN instance view 


Change description 


Before modification: The peer password command can be executed only in IPv6 address family view. 


After modification: The peer password command can be executed in both IPv6 address family view and 
IPv6 BGP-VPN instance view. 


Modified command: peer route-limit 


Syntax 


peer ipv6-address route-limit prefix-number [ { alert-only | reconnect reconnect-time } | percentage ] * 


Views 


IPv6 address family view, IPv6 BGP-VPN instance view 


Change description 


Before modification: The peer route-limit command can be executed only in IPv6 address family view. 


After modification: The peer route-limit command can be executed in both IPv6 address family view and 
IPv6 BGP-VPN instance view. 







7 


Modified feature: Configuring IPv4 routing protocols to support 
a maximum of 32 ECMP routes 


Feature change description 


In this release, IPv4 routing protocols support a maximum of 32 ECMP routes. 


Command changes 


Modified command: maximum load-balancing (RIP view) 


Syntax 


maximum load-balancing number 


Views 


RIP view 


Change description 


Before modification: The value range for the number argument is 1 to 16, and the default is 16. 


After modification: The value range for the number argument is 1 to 32, and the default is 32. 


Modified command: maximum load-balancing (OSPF view) 


Syntax 


maximum load-balancing number 


Views 


OSPF view 


Change description 


Before modification: The value range for the number argument is 1 to 16, and the default is 16. 


After modification: The value range for the number argument is 1 to 32, and the default is 32. 


Modified command: maximum load-balancing (IS-IS view) 


Syntax 


maximum load-balancing number 


Views 


IS-IS view 


Change description 


Before modification: The value range for the number argument is 1 to 16, and the default is 16. 


After modification: The value range for the number argument is 1 to 32, and the default is 32. 
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Modified command: balance (BGP/BGP-VPN instance view) 


Syntax 


balance number 


Views 


BGP view, BGP-VPN instance view 


Change description 


Before modification: The value range for the number argument is 1 to 16. By default, the value is set to 
1 and load balancing is disabled. 


After modification: The value range for the number argument is 1 to 32. By default, the value is set to 1 
and load balancing is disabled. 


Modified feature: Supporting the pxp keyword for 
MAC-in-MAC instance configuration 


Feature change description 


The pxp keyword was added for MAC-in-MAC instance configuration. 


Before modification: When a BEB receives a broadcast or an unknown unicast from the customer side, 
the BEB encapsulates the frame with the broadcast MAC address being the backbone destination MAC 
address, and it broadcasts the frame. 


After modification: When a BEB receives a broadcast or an unknown unicast from the customer side, the 
BEB encapsulates the frame with the learned backbone source MAC address being the backbone 
destination MAC address, and it unicasts the frame. 


Command changes 


Modified command: vsi 


Old syntax 


vsi vsi-name [ { auto | static [ hub-spoke | p2p ] } | minm i-sid i-sid ] * 


New syntax 


vsi vsi-name [ { auto | static [ hub-spoke | p2p ] } | minm i-sid i-sid [ pxp ] ] * 


Views 


System view 


Change description 


The pxp keyword was added to the vsi command. 


pxp: Learns only the backbone source MAC address of the packet that arrives first. When a BEB receives 
a broadcast or an unknown unicast from the customer side, the BEB encapsulates the frame with the 
learned backbone source MAC address being the backbone destination MAC address, and it unicasts 
the frame. 







9 


Modified feature: Suppressing only the link-up event by using 
the link-delay command 


Feature change description 


The link-delay command sets the physical state change suppression interval on an Ethernet interface. 
When the link-delay delay-time command is configured, the link-down or link-up event is not reported to 
the CPU unless the interface is still down or up when the suppression interval (delay-time) expires. 


In this release, the mode-up keyword is added to the link-delay command. When the link-delay 
delay-time mode up command is configured:  


 The link-up event is not reported to the CPU unless the interface is still up when the suppression 
interval (delay-time) expires.  


 The link-down event is immediately reported. 


Command changes 


Modified command: link-delay 


Old syntax 


link-delay delay-time 


New syntax 


link-delay delay-time [ mode up ] 


Views 


Ethernet interface view 


Change description 


Before modification: The mode up keyword is not supported. When the link-delay command is 
configured, both link-up and link-down events are suppressed. 


After modification: The mode up keyword is supported. When the link-delay command is configured 
with the mode up keyword specified, only the link-up event is suppressed. 
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This document describes the features, restrictions and guidelines, open problems, and workarounds for 
version HP 12500-CMW520-R1828 & HP 12500-CMW520-R1828-US. In the interest of brevity, any 
reference to HP 12500-CMW520-R1828 is also applicable to HP 12500-CMW520-R1828-US for the 
remainder of this document. Before you use this version in a live network, back up the configuration and 
test the version to avoid software upgrade affecting your live network.  


Use this document in conjunction with HP 12500-CMW520-R1828 Release Notes (Software Feature 
Changes) and the documents listed in "Related documentation." 


Version information 


Version number 
Comware software, Version 5.20.101, Release 1828 


Note: You can see the version information with the display version command in any view. See Note①. 


Version history 
Table 1 Version history 


Version number Last version Release Date Remarks 


12500-CMW520-R1828 12500-CMW520-R1825P01 2013-06-27 
 Add new 


features 
 Fixes bugs 


12500-CMW520-R1825P01 12500-CMW520-R1729 2013-01-11 
 Add new 


features 
 Fixes bugs 


12500-CMW520-R1729 A12500-CMW520-R1728P01 2012-03-21 Fixes bugs 


12500-CMW520-R1728P02 A12500-CMW520-R1728P01 2012-06-13 Fixes bugs 


A12500-CMW520-R1728P01 A12500-CMW520-R1728 2012-02-22 Fixes bugs 


A12500-CMW520-R1728 A12500-CMW520-R1726 2012-01-17 Fixes bugs 


A12500-CMW520-R1726 A12500-CMW520-R1725 2011-12-15 Fixes bugs 


A12500-CMW520-R1725 S12500-CMW520-R1335P03 2011-10-25 
 Add new 


features 
 Fixes bugs 


S12500-CMW520-R1335P03 S12500-CMW520-R1335 2011-07-06 Fixes bugs 


S12500-CMW520-R1335 S12500-CMW520-R1238P08 2011-04-01 
 Add new 


features 
 Fixes bugs 
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Hardware and software compatibility matrix 
Table 2 HP 12500 product family matrix 


There is also an H3C branded version of the HP 12500.  The following matrix shows the comparable 
H3C products which are identical in every way except branding.  This Release Note only refers to the HP 
branded products but it applies equally to the H3C branded products. 


HP 12500 H3C S12500 


HP 12504 H3C S12504 


HP 12508 H3C S12508 


HP 12518 H3C S12518 
 


 CAUTION: 


To avoid an upgrade failure, use Table 3  to verify the hardware and software compatibility before 
performing an upgrade. 
 


Table 3 Hardware and software compatibility matrix 


Item Specifications 


Product family HP 12500 series routing switches 


Hardware platform 12504/12508/12518 


Minimum memory requirements 1GB for an MPU, and 512MB for an Ethernet interface card 


Minimum Flash requirements 


Standard flash configuration: 128MB 


Minimum CF card capacity: 256MB 


The CF card must be HP-certificated. 


Boot ROM version 


Boot ROM 1.22 or later for the MPU. See Note②. 


Boot ROM 1.13 or later for the interface card and OAM CPU 
daughter card. See Note③. 


Boot ROM 1.13 or later for the switching fabric module. See 
Note④. 


MBUS version 114 or later. See Note⑤. 


Fan version 109 or later 


Host software 12500-CMW520-R1828.bin (60,482,928 bytes) 
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Item Specifications 


IMC version 


iMC EAD 5.2 (E0402) 


iMC MVM 5.2 (E0401H01) 


iMC NTA 5.2 (E0401P02) 


iMC PLAT 5.2(E0401H03) 


iMC QoSM 5.2(E0401) 


iMC SHM 5.2 (E0401) 


iMC TAM 5.2(E0401) 


iMC UAM 5.2(E0402) 


iMC UBA 5.2(E0401P02) 


iNode version iNode PC 5.2 (E0402) 


Web version None 


Remarks None 
 


To view version information: 
<HP>display version 


HP Comware Platform Software 


Comware Software, Version 5.20.101, Release 1828--------Note 


Copyright (c) 2010-2012 Hewlett-Packard Development Company, L.P. 


HP 12508 uptime is 0 week, 0 day, 2 hours, 42 minutes 


 


LST2MRPNC1 0:  uptime is 0 weeks, 0 days, 2 hours, 42 minutes 


3328    Mbytes SDRAM 


1024    Kbytes NVRAM Memory 


Type     : LST2MRPNC1 


BootRom  : 1.22                 -------- Note② 


Software : 12500-CMW520-R1828 


PCB      : Ver.B 


FPGA     : NONE 


CPLD     : 002 


CpuCard 


    Type      : LSR1CPA 


    PCB       : Ver.B 


    CPLD      : 001 


    BootRom   : 1.13     -------- Note 


Mbus card 


    Type      : LSR1MBCB 


    Software  : 114     --------Note⑤  


    PCB       : Ver.B 


 


 


LST1XP8LEB1 6:  uptime is 0 weeks, 0 days, 2 hours, 40 minutes 


1024     Mbytes SDRAM 
0       Kbytes NVRAM Memory 


Type     : LST1XP8LEB1 


Software : 12500-CMW520-R1828 
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PCB      : Ver.B 


FPGA     : NONE 


CPLD     : 002 


CpuCard 


    Type      : LSR1CPA 


    PCB       : Ver.B 


    CPLD      : 001 


    BootRom   : 1.13                    -------- Note 


Mbus card                                                                        


    Type      : LSR1MBCB                                                         


    Software  : 114          --------Note⑤                                          


    PCB       : Ver.B       


 


LST1SF08B1 12:  uptime is 0 weeks, 0 days, 0 hours, 28 minutes 


128     Mbytes SDRAM 
0       Kbytes NVRAM Memory 


Type     : LST1SF08B1 


BootRom  : 1.13                  --------Note 


Software : 12500-CMW520-R1828 


PCB      : Ver.B 


FPGA     : NONE 


CPLD     : 002 


Hardware feature updates 


12500-CMW520-R1828 
None 


12500-CMW520-R1825P01 
R1825P01 supports the following new hardware: 


 HP 12500 Enhanced VPN Firewall Module（JG371A） 


12500-CMW520-R1729 
None 


12500-CMW520-R1728P02 
R1728P02 supports the following new hardware: 


 HP 12504 AC Switch Chassis (JC654A) 


 HP 12504 DC Switch Chassis (JC655A) 
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A12500-CMW520-R1728P01 
None 


A12500-CMW520-R1728 
R1728 supports the following new hardware: 


 HP 12500 8-port 10-GbE XFP LEB Module (JC073B) 


 HP 12500 8-port 10-GbE XFP LEC Module (JC068B) 


 HP 12500 8-port 10-GbE XFP LEC TAA-compliant Module (JC810A) 


 HP 12500 16-port 10-GbE SFP+ LEB Module (JC782A) 


 HP 12500 16-port 10-GbE SFP+ LEC Module (JC783A) 


 HP 12500 16p 10-GbE SFP+ LEC TAA Module (JC814A) 


 HP 12518 G2 Fabric Module (JC657A) 


 HP 1250x G2 Fabric Module (JC658A) 


 HP 12518 TAA-compliant G2 Fabric Module (JC816A) 


 HP 1250x TAA-compliant G2 Fabric Module (JC815A) 


A12500-CMW520-R1726 
R1726 supports the following new hardware: 


 HP 12518 AC Switch Chassis (JF430C)                             


 HP 12518 DC Switch Chassis (JC653A)                             


 HP 12508 AC Switch Chassis (JF431C)                             


 HP 12508 DC Switch Chassis (JC652A)                             


 HP 12500 Main Processing Unit (JC072B)                          


 HP 12500 TAA-compliant Main Processing Unit (JC808A)            


 HP 12500 48-port GbE SFP LEB Module (JC075B)                    


 HP 12500 48-port GbE SFP LEC Module (JC069B)                    


 HP 12500 48-port GbE SFP LEF Module (JC660A)                    


 HP 12500 48-port Gig-T LEB Module (JC074B)                      


 HP 12500 48-port Gig-T LEC Module (JC065B)                      


 HP 12500 8-port 10-GbE SFP+ LEB Module (JC780A)                 


 HP 12500 8-port 10-GbE SFP+ LEC Module (JC781A)                 


 HP 12500 8-port 10-GbE SFP+ LEF Module (JC659A)                 


 HP 12500 32-port 10-GbE SFP+ REB Module (JC064B)                


 HP 12500 32-port 10-GbE SFP+ REC Module (JC476B)                


 HP 12500 48-port GbE SFP LEC TAA-compliant Module (JC811A)      


 HP 12500 48-port Gig-T LEC TAA-compliant Module (JC809A)        
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 HP 12500 48-port GbE SFP LEF TAA-compliant Module (JC818A)      


 HP 12500 8-port 10-GbE SFP+ LEC TAA-compliant Module (JC813A)   


 HP 12500 8-port 10-GbE SFP+ LEF TAA-compliant Module (JC817A)   


 HP 12500 32-port 10-GbE SFP+ REC TAA-compliant Module (JC812A)  


 HP 12518 TAA-compliant Fabric Module (JC819A)                   


 HP 12508 TAA-compliant Fabric Module (JC820A)                   


 HP X240 10G SFP+ to SFP+ 7m Direct Attach Copper Cable (JC784A) 


A12500-CMW520-R1725 
None 


S12500-CMW520-R1335P03 
None 


S12500-CMW520-R1335 
R1335 supports the following new hardware: 


 HP X240 10G SFP+ to SFP+ 3m Direct Attach Copper Cable (JD097B) 


 HP X240 10G SFP+ to SFP+ 5m Direct Attach Copper Cable (JG081B) 


 HP X180 10G XFP LC LH 80km 1538.98nm DWDM Transceiver (JG226A) 


 HP X180 10G XFP LC LH 80km 1539.77nm DWDM Transceiver (JG227A) 


 HP X180 10G XFP LC LH 80km 1540.56nm DWDM Transceiver (JG228A) 


 HP X180 10G XFP LC LH 80km 1542.14nm DWDM Transceiver (JG229A) 


 HP X180 10G XFP LC LH 80km 1542.94nm DWDM Transceiver (JG230A) 


 HP X180 10G XFP LC LH 80km 1558.98nm DWDM Transceiver (JG231A) 


 HP X180 10G XFP LC LH 80km 1559.79nm DWDM Transceiver (JG232A) 


 HP X180 10G XFP LC LH 80km 1560.61nm DWDM Transceiver (JG233A) 


 HP X130 10G SFP+ LC LH 40km Transceiver (JG234A) 


 HP X130 10G SFP+ LC LRM Transceiver (JD093B) 


Software feature and command updates 
For more information about the software feature and command update history, see HP 
12500-CMW520-R1828 Release Notes (Software Feature Changes). 
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MIB updates 
Table 4 MIB updates 


Item MIB file Module Description 
12500-CMW520-R1828 


New None None None 


Modified hh3c-lsw-dev-adm.mib None Modified hh3cLswSlotRunTime 


12500-CMW520-R1825P01 


New None None None 


Modified None None None 


12500-CMW520-R1729 


New None None None 


Modified None None None 


12500-CMW520-R1728P02 


New None None None 


Modified None None None 


A12500-CMW520-R1728P01 


New None None None 


Modified None None None 


A12500-CMW520-R1728 


New None None None 


Modified None None None 


A12500-CMW520-R1726 


New 


1. hh3c-entity-vendortype-oid.mib 


2. hh3c-lsw-dev-adm.mib 


3. hh3c-product-id.mib 


None 


1. Added subidentifier 
under 
hh3cevtModuleSwitchType: 
931 LST2MRPNC1 


2. Added enum value 
under Hh3cLswTypeOfSlot: 
931 LST2MRPNC1 


3. Added OID under 
hpSwitch: 109 12508DC, 
110 12518DC, 111 
12508AC, 112 12518AC 


Modified None None None 


A12500-CMW520-R1725 


New None None None 


Modified None None None 


S12500-CMW520-R1335P03 
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Item MIB file Module Description 
New None None None 


Modified None None None 


S12500-CMW520-R1335 


New None None 


1. Obtain temperature 
information from cards  


Node name:  


hh3cLswSlotTemperature 


Node OID value: 


1.3.6.1.4.1.25506.8.35.18.4.
3.1.14 


2. Obtain CPU usage 
information from cards  


Node name:  


hh3cLswSlotCpuRatio 


Node OID value: 


1.3.6.1.4.1.25506.8.35.18.4.
3.1.4 


3. Obtain memory usage 
information from cards  


Node name:  


hh3cLswSlotMemoryRatio 


Node OID value: 


1.3.6.1.4.1.25506.8.35.18.4.
3.1.13 


Modified None None 


1. Changed the Ethernet port 
ifType value from 
gigabitEthernet(117) to 
ethernetCsmacd(6) to comply 
with RFC3635. 


 


Operation changes 


Operation changes in 12500-CMW520-R1828 
The Power Module fan speed has been elevated to increase the reliability of some early models. 


IRF-BASED-ISSU 


For information about compatibility between other versions, see the following table.  
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Table 5 ISSU and version matrix  


 R1335 or later 
R13xx 


R1626 or later 
R16xx 


R1726 or later 
R1729 R1729 or later R1825P01 or 


later 


R1335 or later 
R13xx 


Partially 
compatible 


Partially 
compatible Incompatible Incompatible Incompatible 


R1626 or later 
R16xx 


Partially 
compatible 


Partially 
compatible Incompatible Incompatible Incompatible 


R1726 or later 
R1728 Incompatible Incompatible 


Partially 
compatible Incompatible Incompatible 


R1729 Incompatible Incompatible Incompatible 
Partially 
compatible Incompatible 


R1825P01 or 
later Incompatible Incompatible Incompatible Incompatible 


Partially 
compatible 


Operation changes in 
12500-CMW520-R1825P01 


None 


Operation changes in 12500-CMW520-R1729 
IRF-BASED-ISSU 


Incompatible ISSU is available between R1726 or later 1728 and R1725. For information about 
compatibility between other versions, see the following table.  


Table 6 ISSU and version matrix  


 R1238 or 
later R12xx 


R1335 or 
later R13xx 


R1626 or 
later R16xx 


R1726 or 
later R1728 R1729 or later 


R1238 or later 
R12xx 


Partially 
compatible Incompatible Incompatible Incompatible Incompatible 


R1335 or later 
R13xx Incompatible 


Partially 
compatible 


Partially 
compatible Incompatible Incompatible 


R1626 or later 
R16xx Incompatible 


Partially 
compatible 


Partially 
compatible Incompatible Incompatible 


R1726 or later 
R1728 Incompatible Incompatible Incompatible 


Partially 
compatible Incompatible 


R1729 Incompatible Incompatible Incompatible Incompatible  
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Operation changes in 
12500-CMW520-R1728P02 
IRF-BASED-ISSU 


Incompatible ISSU is available between R1726 (or 17XX) and R1725, and between F1722 and R1725 
(or later).  For compatibility information between other versions, see the following table.  


Table 7 ISSU and version matrix  


 R1238 or 
later R12xx 


R1335 or later 
R13xx 


R1626 or later 
R16xx R1726 or later R17XX 


R1238 or later 
R12xx 


Partially 
(Base-Level) 
compatible 


Incompatible Incompatible Incompatible 


R1335 or later 
R13xx 


Incompatible 
Partially 
(Base-Level) 
compatible 


Partially 
(Base-Level) 
compatible 


Incompatible 


R1626 or later 
R16xx Incompatible 


Partially 
(Base-Level) 
compatible 


Partially 
(Base-Level) 
compatible 


Incompatible 


R1726 or later 
R17XX 


Incompatible Incompatible Incompatible 
Partially (Base-Level) 
compatible 


Operation changes in 
A12500-CMW520-R1728P01 


None 


Operation changes in A12500-CMW520-R1728 
None 


Operation changes in A12500-CMW520-R1726 
IRF-BASED-ISSU 


Incompatible ISSU is available between R1726 or later 17xx and R1626 or later 16xx. For information 
about compatibility between other versions, see the following table.  
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Table 8 ISSU and version matrix  


 R1238 or 
later R12xx 


R1335 or 
later R13xx 


R1626 or 
later R16xx R1725 R1726 or 


later R1728 R1729 


R1238 
or later 
R12xx 


Partially 
compatible Incompatible Incompatible Incompatible Incompatible Incompatible 


R1335 
or later 
R13xx 


Incompatible 
Partially 
compatible 


Partially 
compatible Incompatible Incompatible Incompatible 


R1626 
or later 
R16xx 


Incompatible 
Partially 
compatible 


Partially 
compatible 


Incompatible Incompatible Incompatible 


R1725 Incompatible Incompatible Incompatible NA Incompatible Incompatible 


R1726 
or later 
R1728 


Incompatible Incompatible Incompatible Incompatible 
Partially 
compatible 


Incompatible 


R1729 Incompatible Incompatible Incompatible Incompatible Incompatible  
 


Automatic system software updating 


In IRF mode (enhanced IRF is disabled), the system software of version 12xx or 13xx on the standby MPU 
can be upgraded to version 17xx.  


In IRF mode (enhanced IRF is enabled), the system software of version 16xx, if running on the IRF member 
device 1 or 2, cannot be upgraded to version 17xx, and if running on other member devices, can be 
upgraded to version 17xx.  


For information about automatic system software updating between other versions, see the following 
table.  


Table 9 Automatic system software updating and version matrix 


 R1238P08 or 
later R12xx 


R1335P03 or 
later R13xx 


R1626 or later 
R16xx 


R1725 or later 
R17xx 


R1238P08 or later 
R12xx Unlimited Unsupported 


System software 
image on the 
standby MPU 


System software is 
on the standby 
MPU and enhanced 
IRF is disabled. 


R1335P03 or later 
R13xx Unsupported Unlimited 


System software 
image on the 
standby MPU 


System software is 
on the standby 
MPU and enhanced 
IRF is disabled. 


R1626 or later 
R16xx 


System software 
image on the 
standby MPU 


System software 
image on the 
standby MPU 


Unlimited 


In IRF mode 
enabled with 
enhanced IRF, the 
system software of 
lower version does 
not run on the IRF 
member device 1 
or 2. 







12 


 R1238P08 or 
later R12xx 


R1335P03 or 
later R13xx 


R1626 or later 
R16xx 


R1725 or later 
R17xx 


R1725 or later 
R17xx 


System software is 
on the standby 
MPU and enhanced 
IRF is disabled. 


System software is 
on the standby 
MPU and enhanced 
IRF is disabled. 


In IRF mode 
enabled with 
enhanced IRF, the 
system software of 
lower version does 
not run on the IRF 
member device 1 
or 2. 


Unlimited 


Operation changes in A12500-CMW520-R1725 
None 


Operation changes in 
S12500-CMW520-R1335P03 


None 


Operation changes in S12500-CMW520-R1335  
Deleted ACL and PBR configuration commands in aggregation group view. 


Restrictions and cautions 
Restriction 1 


[Configuration management] Do not perform configurations within one minute before an active/standby 
switchover because the configurations may get lost after the switchover.  


Restriction 2 


[Configuration management] Do not remove or restart a standby MPU while a configuration file is being 
copied or saved to it because the operation can cause the console to lock up for up to 25 minutes.  


Restriction 3 


[Tunnel] IPv6 addresses that begin with 2002 can only be used on 6to4 tunnels. Use of such addresses 
on other tunnels causes abnormal forwarding.  


Restriction 4 


[QoS] Make sure that the CBS and EBS configured for CAR are larger than the maximum packet size. 
Otherwise, the CAR policy may not operate precisely.  


Restriction 5 


[Port] Do not remove and then insert an optical-to-electrical conversion module within an interval of less 
than one second. Otherwise, the ports on the module cannot go up.   
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Restriction 6 


[QoS] If the weights configured for two WRR queues have a big difference (for example, weights ratio is 
1:60), the WRR queue with the bigger weight may not get accurate bandwidth during scheduling.  


Restriction 7 


[Port] After you configure Jumbo frame forwarding or perform a LAN/WAN switchover on a 10-GE port 
that connects to a single-mode optical fiber, you need to remove and then insert the fiber; otherwise, the 
LED of the port turns on abnormally.  


Restriction 8 


[RRPP] When the 12500 works as a transit station, you need to configure QoS (such as trusting user 
precedence) for incoming packets on ports to increase the priority of RRPP packets. Otherwise, RRPP 
packets may be lost during congestion, and thus the RRPP detection results are affected.  


Restriction 9 


[L3VPN] If reserved VLANs are used to implement L3VPN in standard mode, these reserved VLANs 
cannot be used to implement other services, including Layer-2/-3 forwarding.   


Restriction 10 


[Console] If you log into the console port of the 12500 by using terminal software (Such as Hyper 
Terminal on Windows), you will not be able to use flow control functionality in Hyper Terminal. 


Restriction 11 


[IRF] When a normal Ethernet interface operates as a member of an IRF port, it supports only the 
shutdown, description, and display commands.  


Restriction 12 


[BFD] To enable BFD MAD, make sure that the MAD VLAN does not have physical loops and is not 
configured with any other service.  


Restriction 13 


[Enhanced IRF] In enhanced IRF mode, the following requirements should be met: 


 Each IRF member switch must have two MPUs. 


 IRF member switches adopt ring topology. 


 Each IRF member switch should be aggregated with each access switch. 


Restriction 14 


[Enhanced IRF] Make sure that connect the physical ports bound to IRF-Port1 (west port) on one switch 
(switch A) to the physical ports bound to the IRF-Port2 (east port) on its neighbor switch (switch B). IF 
IRF-Port1 (west port) on switch A connects to IRF-Port1 (west port) on switch B, and the physical ports are 
already brought up, some error will occurs. To correct the error, you must connect the physical ports 
correctly and reboot all the member switches. 


Restriction 15 


[Enhanced IRF] In enhanced IRF mode, all ports in chassis do not support Layer 3 Ethernet ports and 
RRPP. 
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Restriction 16 


[Enhanced IRF] In an IRF fabric, if you have configured the VPLS or MAC-in-MAC instance, you need to 
reboot each member switch after you enable the enhanced IRF mode on them. The enhanced IRF function 
takes effect after the switches reboot. 


Restriction 17 


[IRF] When enhanced IRF is enabled, automatic system software updating from version 12xx 
or 13xx to 17xx is not supported.  


Restriction 18 


[Multicast]When enabled Igmp-snooping Drop-unknown command to drop unknown multicast data, The 
multicast flows with MAC address ranges as 0100-5E00-00xx, 0100-5E00-0101 still be broadcasted to 
other ports in the VLAN.  


When enabled Mld-snooping Drop-unknown command to drop unknown Ipv6 multicast data, The ipv6 
multicast flows with MAC address ranges as 3333-0000-00xx, 3333-FFxx-xxxx still be broadcasted to 
other ports in the VLAN. 


Open problems and workarounds 
None 


List of resolved problems 
Resolved problems in 12500-CMW520-R1828 
HSD111073 


 Symptom: Some packets get lost on a non-line-speed card. 


 Condition: This symptom might occur when the non-line-speed card is processing bursting traffic.  


HSD112880 


 Symptom: An SNMP walk on line card MIB fails to obtain the online duration of a line card.  


 Condition: This symptom can be seen during an SMMP walk on line card MIB.  


HSD113065 


 Symptom: Long-time service interruption and massive packet loss occur on an IRF fabric during the 
reboot of an IRF member switch. 


 Condition: This symptom can be seen when the following conditions exist: 


 The IRF fabric has lots of line cards and ECMP routes. 


 A member switch in the IRF fabric is rebooted.  


HSD113191 


 Symptom: An SNMP walk on some fiber modules fails to obtain optical power information. 


 Condition: This symptom can be seen during an SNMP walk on some fiber modules. 
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HSD113198 


 Symptom: Some DHCP clients in a sub VLAN of a super VLAN fail to obtain IP addresses.  


 Condition: This symptom can be seen when DHCP clients in a sub VLAN of a super VLAN try to 
obtain IP addresses through DHCP. 


HSD113201 


 Symptom: A switch displays ARP diag error information. 


 Condition: This symptom occurs when the following conditions exist: 


 The switch operates in IRF mode. 


 The system operating mode is standard mode. 


 VPN FRR is enabled on the switch. 


HSD113402 


 Symptom: Ping packet loss occurs during a ping operation to an IP address of an IRF fabric.  


 Condition: This symptom can be seen when the following conditions exist: 


 The IRF fabric acts as the gateway of a private network.  


 The ping operation is performed from a public host to an IP address of the IRF fabric, and the 
ping packets cross IRF member switches.  


HSD113671 


 Symptom: Configuring extended mode for the internal interface of an NSM card fails.  


 Condition: This symptom occurs when you configure extended mode for the internal interface of an 
NSM card. 


HSD113794 


 Symptom: sFlow cannot sort packets by VLAN. 


 Condition: This symptom can be seen when sFlow is enabled.  


HSD114123 


 Symptom: During OSPF LSDB recalculation, the switch prompts that the default OSPF route has 
been deleted. 


 Condition: This symptom occurs during OSPF LSDB recalculation.  


HSD111082  


 Symptom: The device fails to ping the IP addresses of some connected servers. 


  Condition: This symptom might occur when the following conditions exist: 


 The device configs VRRP feature and forwards VPN traffic. 


 Multiple IP addresses correspond to one MAC address. 


 MAC address moves occur. 


HSD113405  


 Symptom: The master board experiences unexpected reboot or hung because of fatal error.                           


 Condition: When system receives DHCP packet which contains abnormal option 82 field.                              
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HSD111600  


 Symptom: If an A12500 runs a version before R1825, the last sector of Flash often becomes 
unavailable, resulting in data saving failure. 


 Condition: This symptom might occur on an A12500 that runs a version before R1825. 


HSD105643  


 Symptom: The system logfile can not be sent to the log server. 


 Condition: A log server set ipv6 address. 


HSD103936  


 Symptom: The switch displays alarm information. 


 Condition: An Ethernet interface card on an A12500 receives UDP/TCP packets with a specified 
port number. 


HSD103923  


 Symptom: The switch displays that service detection fails. 


  Condition: On a 6.25G chassis using a B-type switch fabric, install an 80G Ethernet interface card 
into a 40G slot, and enable service detection. 


HSD106415  


 Symptom: An error might occur to Equal-cost default routes assigned for a VPN on a newly inserted 
line card. 


 Condition: The VPN has equal-cost default routes. 


Resolved problems in 12500-CMW520-R1825P01 
HSD108407 


 Symptom: A port in down state can still forward traffic.  


 Condition: This symptom might be seen when an anomaly occurs to the forwarding chip of the 
interface card where the port resides.  


HSD106831 


 Symptom: Traffic interruption or packet loss occurs during a ping operation from a remote device to 
a device connected to an IRF fabric comprised of 12500 switches.  


 Condition: This symptom might occur when the following conditions exist:  


 The ping operation is performed after the master of the IRF fabric is rebooted. 


 The IRF fabric operates as a PE in an L3VPN. 


 GR is enabled for the affected protocols.  


 Invalid BGP peers are configured in the L3VPN. 


HSD109689 


 Symptom: OSPF routers in an area fail to learn some equal-cost routes to the ASBR. 


 Condition: This symptom might occur if the ABR of the area learns ASBR Summary LSAs from 
multiple areas and advertises them to the area.  
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HSD109708 


 Symptom: If the switch learns from a VPN an ARP entry that has the same IP address, MAC address, 
and VLAN ID as but a different port from an existing ARP entry (port migration), the CPU usage of 
the interface card is high or an error occurs to ARP update. 


 Condition: This symptom might occur if the switch learns an ARP entry that has the same IP address, 
MAC address, and VLAN ID as but a different port from an existing ARP entry.  


HSD108679 


 Symptom: On an 12518 switch, a port in an XP8 or XP32 card that is inserted to one of the slots 16 
through 19 comes up although the port has no traffic to forward.  


 Condition: This symptom might occur if the switch is equipped with a B-type switching fabric module 
(LST1SF18B1 for example).  


HSD109619 


 Symptom: The switch prints an alarm for a power module fault two minutes after the fault occurred.  


 Condition: This symptom can be seen when a power module fault occurs.  


HSD108884  


 Symptom: An SNMP walk on hh3cUserPassword of hh3cUserInfoTable in HH3C-USER-MIB returns 
the user password, which is a security problem.  


 Condition: This symptom occurs if an SNMP walk is performed on the hh3cUserPassword MIB 
node.  


HSD106417 


 Symptom: An IP address with a 31-bit mask configured on an interface does not take effect.  


 Condition: This symptom occurs if you configure an IP address with a 31-bit mask on an interface.  


HSD107221 


 Symptom: After a downgrade from R1729 or later to a version before R1729, password settings (if 
existent in the configuration file) get lost.  


 Condition: This symptom occurs after a downgrade from R1729 or later to a version before R1729.  


HSD107525 


 Symptom: A secondary IP address configured on an interface does not support multicast.  


 Condition: This symptom can be seen if the switch is configured with multicast function and an 
interface is configured with a secondary IP address.  


HSD104783 


 Symptom: The HTTP server is enabled by default, which is a security vulnerability.   


 Condition: This symptom exists on the switch.  


Resolved problems in 12500-CMW520-R1729 
HSD102441 


 Symptom: A service interruption of 10 seconds occurs when the master in an IRF fabric fails.  


 Condition: This symptom might occur if BFD MAD and OSPF are enabled on the IRF fabric. 
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HSD101526 


 Symptom: A specified udp-helper server that resides in an MPLS L3VPN does not take effect. 


 Condition: This symptom occurs when you specify a udp-helper server that resides in an MPLS 
L3VPN.  


HSD101066 


 Symptom: On an 12518 switch, some ports of an XP8 or XP32 interface card in one of the slots 16 
to 19 do not work.  


 Condition: This symptom occurs if all the switching fabric modules on the 12518 are LST2SF18C1. 


HSD102030 


 Symptom: A specified nat server that resides in a VPN does not take effect. 


 Condition: This symptom occurs when you specify a nat server that resides in a VPN. 


HSD102557 


 Symptom: The time zone of Caracas in the Web interface is GMT-04:00, which should be 
GMT-04:30. 


 Condition: This symptom can be seen when you select the time zone of Caracas.  


HSD98545 


 Symptom: The MPU might reboot upon receiving TCP packets that are destined for the receiving 
interface and have a destination port from 2222 to 2225. 


 Condition: This symptom might occur when the switch receives TCP packets that are destined for the 
receiving interface and have a destination port from 2222 to 2225. 


HSD101446 


 Symptom: In a super VLAN that has multiple sub VLANs, broadcast or multicast packets are sent at 
a low speed.  


 Condition: This symptom can be seen if the super VLAN has multiple sub VLANs.  


HSD102852 


 Symptom: Enabling or disabling a USB port from the CLI fails.  


 Condition: This symptom occurs when you enable or disable a USB port from the CLI. 


HSD102631 


 Symptom: sFlow packets carry 32-bit port statistics, which should be 64-bit as specified in the 
specifications.  


 Condition: This symptom exists in sFlow packets that carry port statistics. 


Resolved problems in 12500-CMW520-R1728P02 
HSD104718 


 Symptom: The test time is too long.  


 Condition: Perform an isolated diagnostic test for an XP16 card such as LST1XP16LEB1 or 
LST1XP16LEC1. 
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HSD105108 


 Symptom: A message "Error: Failed to display the manufacture information of the specified xxx" 
appears. 


 Condition: View the manufacture information on last-generation chassis, power supplies, and fans.  


HSD105047 


 Symptom: The MBUS software version is 114. 


 Condition: Upgrade MBUS software from 114 to 115, and run system software version R1728P01 


HSD105335 


 Symptom: The switch does not provide alarm information, and interrupts service. 


 Condition: An anomaly occurs when an Ethernet interface card sends packets through control path. 


HSD105053 


 Symptom: The obtained information might be incorrect. 


 Condition: Install a new transceiver module on a 12500 and obtain information from the module. 


HSD105068 


 Symptom: The switch displays alarm information. 


 Condition: An Ethernet interface card on a 12500 receives UDP/TCP packets with a specified port 
number. 


HSD105054 


 Symptom: The interface card does not record the MIB and interruption information of the control 
channel port. 


 Condition: An interface card abnormally reboots because of a control channel fault. 


Resolved problems in A12500-CMW520-R1728P01 
HSD101306 


 Symptom: After an XP32 interface card where all ports are inserted with SFP+ transceivers boots up, 
packet loss might occur on ports that come up later than the peer ports.  


 Condition: This symptom might occur after an XP32 interface card where all ports are inserted with 
SFP+ transceivers boots up.  


HSD101862 


 Symptom: After a card is rebooted, a QoS policy that redirects or mirrors traffic to the card fails to 
work.  


 Condition: The symptom occurs if a card is rebooted when a QoS policy that redirects or mirrors 
traffic to that card has been applied on another card.  


HSD101527 


 Symptom: In enhanced IRF mode, a port added to a link aggregation group fails to become a 
selected port.  


 Condition: This symptom can be seen if the port is first added to a port isolation group (the system 
prompts "not supported"), and then is added to a link aggregation group.  
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HSD101448 


 Symptom: After an IRF member switch is rebooted, packet loss occurs for a short time because the 
ingress port and egress port come up with a big time difference.  


 Condition: This symptom occurs when enhanced IRF is not enabled and the ingress and egress 
ports reside on different interface cards.  


HSD101343 


 Symptom: The fan speed of the XP8 card is not high enough, resulting in high temperature during 
operation.  


 Condition: This symptom can be seen on a running XP8 card. 


Resolved problems in A12500-CMW520-R1728 
HSD099620 


 Symptom: Stub areas cannot generate a default route. The OSPF network breaks down.  


 Condition: No FULL-state neighbors exist in OSPF Area 0. 


HSD99127 


 Symptom: The DHCP server continuously performs fast address assignment, resulting in persistent 
100% CPU usage. 


 Condition: Conflict addresses on the DHCP server reach the upper limit.  


HSD98947 


 Symptom: BGP uses a very long time to establish peer relationships.  


 Condition: Perform a master/slave switchover on an IRF fabric. 


HSD98411 


 Symptom: The reboot affects the communication between neighboring member devices and the 
global MPU. As a result, some member devices may reboot or suspend. 


 Condition: Four devices form an enhanced IRF fabric in ring topology. The two IRF ports of a 
member device reside on specified ports. Then reboot the member device. 


HSD98420 


 Symptom: The IRF fabric may split. 


 Condition: On an IRF fabric, assign a QoS policy for multiple VLANs to mirror or redirect traffic. 
Reboot the target card and modify ACL rules.  


Resolved problems in A12500-CMW520-R1726 
HSD97614 


 Symptom: Port will be shut down after plugging in transceiver in 30 days. 


 Condition: Plug in an unsupported transceiver. 


HSD94938 


 Symptom: The operation succeeds but the hardware MAC entries are not deleted.  


 Condition: Delete static MAC entries configured on a port in the view of another port.  
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HSD95298 


 Symptom: The forwarding fails. 


 Condition: In IRF mode, the switch forwards packets received from Layer-3 interfaces, which are  
destined for specific MAC addresses 2xxx-xxxx-xxxx, 6xxx-xxxx-xxxx, axxx-xxxx-xxxx, and 
exxx-xxxx-xxxx (x is any value from 0 to f). 


HSD96953 


 Symptom: The mirroring configuration fails.  


 Condition: Mirror the inbound traffic and outbound traffic on a port to different destination ports.  


HSD96240 


 Symptom: Automatic system software updating does not work. 


 Condition: In IRF mode (enhanced IRF is disabled), insert a new standby MPU running the system 
software of version 12xx, 13xx, or 16xx.  


HSD97232 


 Symptom: The user resources may be not released. 


 Condition: When multiple users log in to the device frequently, performing the free user-interface 
command may not release the user resources.  


Resolved problems in A12500-CMW520-R1725 
HSD96240 


 Symptom: Automatic system software updating does not work. 


 Condition: In IRF mode (enhanced IRF is disabled), insert a new standby MPU running the system 
software of version 12xx, 13xx, or 16xx.  


Resolved problems in S12500-CMW520-R1335P03 
HSD87148 


 Symptom: An error message "Mbus set can mode failed" appears. 


 Condition: Upgrade the MBus from a version earlier than 100 to a version later than 110.  


HSD89269 


 Symptom: The switch will send a redundant DHCP-ACK packet during an address acquisition 
process. 


 Condition: Enable the DHCP relay agent on the switch and enable DHCP snooping on its uplink 
port. 


HSD86746 


 Symptom: The user can still log in to the switch through telnet without any notification for password 
update. 


 Condition: The login password timer (configured by command password-control) expires. 
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HSD87228 


 Symptom: The switch repeatedly releases the memory upon receiving the authorization failure 
packet, and memory anomaly occurs.  


 Condition: HWTACACS authentication succeeds but authorization fails.  


Resolved problems in S12500-CMW520-R1335   
HSD85466 


 Symptom: The command needs a long time to show the results.  


 Condition: Issue the display diagnostic-information command when there are many cards and 
configurations on the switch. 


HSD82717 


 Symptom: The main board cannot start up. 


 Condition: A main board’s battery is exhausted.   


HSD79739 


 Symptom: Multicast VPN does not work. 


 Condition: Configure multicast VPN when the switch operates in standard mode. The port 
connected to the public network is not configured as a trunk port.  


Related documentation 


Documentation set 
 HP 12500 Routing Switch Series Installation Guide 


 HP 12500 Routing Switch Series Configuration Guides 


 HP 12500 Routing Switch Series Command References 


Obtaining documentation 
To find related documents, browse to the Manuals page of the HP Business Support Center website: 


http://www.hp.com/support/manuals  


Contacting HP 
For worldwide technical support information, see the HP support website: 


http://www.hp.com/support 


Before contacting HP, collect the following information: 


 Product model names and numbers 


 Technical support registration number (if applicable) 
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 Product serial numbers 


 Error messages 


 Operating system type and revision level 


 Detailed questions 


Subscription service 
HP recommends that you register your product at the Subscriber's Choice for Business website: 


http://www.hp.com/go/wwalerts 


After registering, you will receive email notification of product enhancements, new driver versions, 
firmware updates, and other product resources. 
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Appendix A Feature list  


Hardware features 
Table 10 12500 series hardware features 


Item 12504 12508 12518 


Dimensions (W × H 
×D) 


(excluding feet and 
rack-mounting 
brackets) 


442 × 442 × 708 mm 
(17.40 × 17.40 ×27.87 
in) 


442 × 975 × 740 mm 
(17.40 × 38.39 ×29.13 
in.) 


442 × 1686 × 740 mm 
(17.40 × 66.38 ×29.13 
in.) 


Weight 


12504-AC: 


Net weight: 56.5 kg 
(124.56 lb) 


Full configuration: ≤ 100 
kg (220.46 lb) 


12504-DC: 


Net weight: 58.5 kg 
(128.97 lb) 


Full configuration: ≤ 100 
kg (220.46 lb) 


12508-AC: 


Net weight: 97.5 kg 
(214.95 lb) 


Full configuration: ≤ 180 
kg (396.83 lb) 


12508-DC: 


Net weight: 99.5 kg 
(219.36 lb) 


Full configuration: ≤ 180 
kg (396.83 lb) 


12518-AC: 


Net weight: 166.8 kg 
(367.72 lb) 


Full configuration: ≤ 315 
kg (694.44 lb) 


12518-DC: 


Net weight: 170.8 kg 
(376.54 lb) 


Full configuration: ≤ 315 
kg (694.44 lb) 


Input AC voltage 
90 VAC to 264 VAC, 47 Hz to 63 Hz 


-42VDC to 72VDC 


Max. power 
consumption  


2660 W (AC) 


2690 W (DC) 


5420W (AC) 


5480W (DC) 


12240W (AC) 


12380W (DC) 


Operating 
temperature 


0°C to 40°C (32°F to 104°F) (long-term operation) 


–10°C to 50°C (14°F to 122°F) (short-term operation: Continuous operation should be 
less than 96 hours, and the total duration of such operations in one year should be less 
than 15 days.) 


Relative humidity 
(noncondensing) 


5% to 95% 


MPU Processor PowerPC PowerPC PowerPC 


LPU  Processor PowerPC PowerPC PowerPC 


SFC Processor PowerPC PowerPC PowerPC 


Boot ROM 4 MB 4 MB 4 MB 


MPU Memory 4GB 4GB 4GB 


LPU Memory 1GB 1GB 1GB 


CF Flash 1GB 1GB 1GB 


Number of fan trays 1 2 2 


Number of LPU slots 4 8 18 
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Item 12504 12508 12518 


Fixed 
interfac
es 


Console 1 1 1 


AUX 1 1 1 


USB 1 1 1 


Network  
managem
ent GE 


1 1 1 


Table 11 12500 series hardware modules with minimum software release 


Item J# Description 
Minimum 
Software 
Release 


Switch 
Chassis 


JC654A HP 12504 AC Switch Chassis R1728P02 


JC655A HP 12504 DC Switch Chassis R1728P02 


JF430C HP 12518 AC Switch Chassis R1726 


JC653A HP 12518 DC Switch Chassis R1726 


JF431C HP 12508 AC Switch Chassis R1726 


JC652A HP 12508 DC Switch Chassis R1726 


JF431B HP 12508 Switch Chassis R1238P02 


JF430B HP 12518 Switch Chassis R1238P02 


MPU cards 


JC072B HP 12500 Main Processing Unit R1726 


JC808A HP 12500 TAA-compliant Main Processing Unit R1726 


JC072A HP 12500 Management Module R1238P02 


Ethernet 
interface 
cards 


JC635A HP 12500 VPN Firewall Module R1825P01 


JC073B HP 12500 8-port 10-GbE XFP LEB Module R1728 


JC068B HP 12500 8-port 10-GbE XFP LEC Module R1728 


JC810A HP 12500 8-port 10-GbE XFP LEC TAA-compliant Module R1728 


JC782A HP 12500 16-port 10-GbE SFP+ LEB Module R1728 


JC783A HP 12500 16-port 10-GbE SFP+ LEC Module R1728 


JC814A HP 12500 16p 10-GbE SFP+ LEC TAA Module R1728 


JC075B HP 12500 48-port GbE SFP LEB Module R1726 


JC069B HP 12500 48-port GbE SFP LEC Module R1726 


JC660A HP 12500 48-port GbE SFP LEF Module R1726 


JC074B HP 12500 48-port Gig-T LEB Module R1726 


JC065B HP 12500 48-port Gig-T LEC Module R1726 


JC780A HP 12500 8-port 10-GbE SFP+ LEB Module R1726 


JC781A HP 12500 8-port 10-GbE SFP+ LEC Module R1726 


JC659A HP 12500 8-port 10-GbE SFP+ LEF Module R1726 







26 


Item J# Description 
Minimum 
Software 
Release 


JC064B HP 12500 32-port 10-GbE SFP+ REB Module R1726 


JC476B HP 12500 32-port 10-GbE SFP+ REC Module R1726 


JC811A HP 12500 48-port GbE SFP LEC TAA-compliant Module R1726 


JC809A HP 12500 48-port Gig-T LEC TAA-compliant Module R1726 


JC818A HP 12500 48-port GbE SFP LEF TAA-compliant Module R1726 


JC813A HP 12500 8-port 10-GbE SFP+ LEC TAA-compliant Module R1726 


JC817A HP 12500 8-port 10-GbE SFP+ LEF TAA-compliant Module R1726 


JC812A HP 12500 32-port 10-GbE SFP+ REC TAA-compliant Module R1726 


JC075A HP 48-Port GbE SFP LEB 12500 Module R1238P02 


JC069A HP 48-Port GbE SFP 12500 Module R1238P02 


JC074A HP 48-Port Gig-T Module LEB 12500 Mod R1238P02 


JC065A HP 48-Port Gig-T 12500 Module R1238P02 


JC076A HP 4-Port 10GBASE-R/W LEB 12500 Module R1238P02 


JC070A HP 4-Port 10-GbE XFP 12500 Module R1238P02 


JC073A HP 8-Port 10GBASE-R/W LEB 12500 Module R1238P02 


JC068A HP 8-Port 10-GbE XFP 12500 Module R1238P02 


JC064A HP 32-Port 10GE SFP+ 12500 Module (REB) R1238P02 


JC476A HP 32-port 10GbE SFP+ REC 12500 Module R1238P02 


Switch fabric 
modules 


JC066A HP 12518 Fabric Module R1238P02 


JC067B HP 12508 Fabric Module R1238P02 


JC819A HP 12518 TAA-compliant Fabric Module R1726 


JC820A HP 12508 TAA-compliant Fabric Module R1726 


JC657A HP 12518 G2 Fabric Module R1728 


JC658A HP 1250x G2 Fabric Module R1728 


JC816A HP 12518 TAA-compliant G2 Fabric Module R1728 


JC815A HP 1250x TAA-compliant G2 Fabric Module R1728 


Transceiver 
modules and 
cables 


JF833A HP X110 100M SFP LC FX Transceiver R1238P02 


JF832A HP X120 100M/1G SFP LC LX Transceiver R1238P02 


JD103A HP X120 1G SFP LC LH100 Transceiver R1238P02 


JD061A HP X125 1G SFP LC LH40 1310nm Transceiver R1238P02 


JD062A HP X120 1G SFP LC LH40 1550nm Transceiver R1238P02 


JD113A HP X170 1G SFP LC LH70 1470 Transceiver R1238P02 


JD114A HP X170 1G SFP LC LH70 1490 Transceiver R1238P02 


JD115A HP X170 1G SFP LC LH70 1510 Transceiver R1238P02 
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Item J# Description 
Minimum 
Software 
Release 


JD116A HP X170 1G SFP LC LH70 1530 Transceiver R1238P02 


JD063B HP X125 1G SFP LC LH70 Transceiver R1238P02 


JD109A HP X170 1G SFP LC LH70 1550 Transceiver R1238P02 


JD110A HP X170 1G SFP LC LH70 1570 Transceiver R1238P02 


JD111A HP X170 1G SFP LC LH70 1590 Transceiver R1238P02 


JD112A HP X170 1G SFP LC LH70 1610 Transceiver R1238P02 


JD119B HP X120 1G SFP LC LX Transceiver R1238P02 


JD098B HP X120 1G SFP LC BX 10-U Transceiver R1238P02 


JD099B HP X120 1G SFP LC BX 10-D Transceiver R1238P02 


JD118B HP X120 1G SFP LC SX Transceiver R1238P02 


JD089B HP X120 1G SFP RJ45 T Transceiver R1238P02 


JD093B HP X130 10G SFP+ LC LRM Transceiver R1335 


JD094B HP X130 10G SFP+ LC LR Transceiver R1238P02 


JD092B HP X130 10G SFP+ LC SR Transceiver R1238P02 


JD121A HP X135 10G XFP LC ER Transceiver R1238P02 


JD107A HP X130 10G XFP SC ZR Transceiver R1238P02 


JD108B HP X130 10G XFP SC LR Transceiver R1238P02 


JG226A HP X180 10G XFP LC LH 80km 1538.98nm DWDM Transceiver R1335 


JG227A HP X180 10G XFP LC LH 80km 1539.77nm DWDM Transceiver R1335 


JG228A HP X180 10G XFP LC LH 80km 1540.56nm DWDM Transceiver R1335 


JG229A HP X180 10G XFP LC LH 80km 1542.14nm DWDM Transceiver R1335 


JG230A HP X180 10G XFP LC LH 80km 1542.94nm DWDM Transceiver R1335 


JG231A HP X180 10G XFP LC LH 80km 1558.98nm DWDM Transceiver R1335 


JG232A HP X180 10G XFP LC LH 80km 1559.79nm DWDM Transceiver R1335 


JG233A HP X180 10G XFP LC LH 80km 1560.61nm DWDM Transceiver R1335 


JG234A HP X130 10G SFP+ LC LH 40km Transceiver R1335 


JD117B HP X130 10G XFP LC SR Transceiver R1238P02 


JD097B HP X240 10G SFP+ to SFP+ 3m Direct Attach Copper Cable R1335 


JG081B HP X240 10G SFP+ to SFP+ 5m Direct Attach Copper Cable R1335 


JC784A HP X240 10G SFP+ to SFP+ 7m Direct Attach Copper Cable R1726 
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Table 12 12500 brand transition matrix 


Item H3C HP Product Description Feature Updates 


MPU cards JC072A JC072B HP 12500 Main Processing Unit 


Update memory from 1GB to 
4GB 


Update CF form 256MB to 
1GB 


Ethernet 
interface 
cards 


JC075A JC075B 
HP 12500 48-port GbE SFP LEB 
Module 


Update memory from 512MB 
to 1GB 


JC069A JC069B 
HP 12500 48-port GbE SFP LEC 
Module 


Update memory from 512MB 
to 1GB 


JC074A JC074B 
HP 12500 48-port Gig-T LEB 
Module 


Update memory from 512MB 
to 1GB 


JC065A JC065B 
HP 12500 48-port Gig-T LEC 
Module 


Update memory from 512MB 
to 1GB 


JC073A JC073B 
HP 12500 8-port 10-GbE XFP LEB 
Module 


Update memory from 512MB 
to 1GB 


JC068A JC068B 
HP 12500 8-port 10-GbE XFP LEC 
Module 


Update memory from 512MB 
to 1GB 


JC064A JC064B 
HP 12500 32-port 10-GbE SFP+ 
REB Module 


Update memory from 512MB 
to 1GB 


JC476A JC476B 
HP 12500 32-port 10-GbE SFP+ 
REC Module 


Update memory from 512MB 
to 1GB 


Note: HP brand modules are compatible with H3C brand chassis, vice versa. 


Software features 
Table 13 Software features of the 12500 series 


Category Features 


Link layer features 
Port isolation, link aggregation, port mirroring 


DLDP 


MAC address 
MAC address learning limit 


Static MAC address configuration 


VLAN 


Port-based VLAN 


MAC-based VLAN 


Protocol-based VLAN 


IP subnet-based VLAN 


Voice VLAN 


GVRP 


QinQ Basic QinQ and selective QinQ 


Virtualization 
Intelligent Resilient Framework (IRF) 


Enhanced IRF 
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Category Features 


Spanning Tree Protocols 


STP/MSTP/RSTP 


PVST 


BPDU tunneling 


Digest snooping 


Traffic suppression 


Port-based broadcast traffic suppression 


Port-based unknown multicast traffic suppression 


Port-based unknown unicast traffic suppression 


Bandwidth based (pps or bps) traffic suppression per port 


Traffic statistics 
outbound and inbound traffic statistics 


statistics for traffic identified by any combination of interface, VLAN, 
local precedence, and drop precedence 


QoS 


Mark/ReMark 


CAR (ingress/egress) 


Traffic shaping (egress) 


Congestion avoidance 


Queue scheduling profile 


modify the QoS policy dynamically  


ACL 


Ingress/Egress ACL 


Basic, advanced and user-defined ACLs 


Apply the ACLs to an interface , to a VLAN or globally 


IPv4 protocols 


TCP, UDP, RawIP, Ping, TraceRoute 


Telnet, FTP, TFTP 


ICMPv4 


DNS 


UDP Helper 


DHCP 


NTP 


ARP, ARP Proxy 


IPv6 protocols 


IPv4/IPv6 dual-stack 


TCP6, UDP6, RawIP6, Pingv6, TraceRoute6 


Telnet6, FTP6, TFTP6 


DNS6 


ICMPv6 


VRRPv3 


DHCP6 


ND 


PMTU (IPv6) 
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Category Features 


IPv4 routing protocols 


RIPv1/v2 


OSPFv2 


IS-IS 


BGPv4  


IPv4 static routing/route policy/routing recursion/policy routing 


IPv6 routing protocols 


RIPng 


OSPFv3 


IS-IS6 


BGPv4+ 


IPv6 static routing/route policy/policy routing 


IP tunnel 


Automatic IPv4-compatible IPv6 tunnel 


6to4 tunnel (6to4 relay tunnel) 


ISATAP tunnel 


IPv6-IPv4 configured tunnel  


IPv4-GRE-IPv4 configured tunnel  


IPv6-GRE-IPv4 configured tunnel 


Layer-2 multicast 


IGMPv1/v2/v3 snooping 


MLDv1/v2 snooping 


IPv4/IPv6 multicast VLAN 


Layer-3 multicast 


Multicast static routing 


IPv4 intra-domain/inter-domain multicast routing 


IPv4 multicast group management 


IPv6 intra-domain/inter-domain multicast routing 


IPv6 multicast group management 


MPLS 


MPLS basic functions 


MPLS L3VPN 


MPLS TE/FRR 


VPLS  


VLL  


PBB (MAC in MAC) 


Multicast VPN 


IPv6 MPLS L3VPN (6VPE) 


Network security 


URPF  


Packet filtering 


TCP and ICMP attack protection 


ARP attack protection 


ND attack protection 


SIP/SA (Source IP/Source MAC) consistency check  


IP Source Guard 


QoS policy for control plane 
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Category Features 


User security 


AAA 


802.1X 


MAC Authentication 


NAS  


SSH2.0 


Login methods 


Log into a switch through the console port  


Use a modem to remotely log into a switch through the AUX port  


Telnet to a switch 


sTelnet (SSH) to a switch 


File management 


Upload or download files through FTP/TFTP 


Upload or download files through SFTP/SCOPY 


Formatting; creation, copy, deletion of directories and files and 
saving of files 


System working modes 


Advance 


Bridgee 


Routee 


Standard 


Network maintenance 


Ping 


TraceRoute 


LSP Ping/Tracert 


mTraceRT 


Loopback Testing on an Ethernet Interface 


NQA 


Network management 


SNMPv1/SNMPv2c/SNMPv3 


RMON 


IMC 


MIB 


HA 


Hot swappable cards 


Redundant backup of switch fabric 


Active/standby switchover 


GR 


VRRP, VRRPE 


BFD for VRRP/BGP/IS-IS/RIP/OSPF/RSVP/IPV6/Static routing 


Smart Link 


RRPP 


IP FRR 


MPLS TE FRR 
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Appendix B Upgrading software  
The software image files used on the 12500 routing switch series include the system software image, 
BootWare image, MBUS image, power supply monitoring image, and fan monitoring image.  


 The system software image is the basis for running hardware drivers and service features. It is the 
most important software.  


 The BootWare image is used to load the system software image and directs the switch to run the 
system software image. Different CPUs uses different BootWare images.  


 The MBUS image, power supply monitoring image, and fan monitoring image are used by the 
MBUS daughter card, power supply monitoring card, and fan monitoring card, respectively. 


This section describes how to upgrade the system software. For how to upgrade other software images, 
see HP 12500 Routing Switch Series Fundamentals Configuration Guide. 
 


 NOTE: 


 In this section, the system software image used for upgrade is update.bin. To view software version 
information, see Table 1 . 


 Information about the system software image size and system time is for illustration purposes only.  
 


Introduction to system software image 
The system software image is used at switch startup. The 12500 series support the following types of 
system software images: 


 Main system software image: Used by default. 


 Backup system software image: Used when the main system software image is unavailable. 


Generally, a system software image is in .bin format, such as main.bin. 


Upgrade methods 
You can upgrade switch software by using one of the following methods: 


Upgrade method Remarks  


Upgrading system software from the CLI 
Requires a reboot to validate the upgrade. 
Interrupts running services.  


Upgrading system software from BootWare 
menu 


Use this method when the switch cannot start up. 


 


Upgrade prerequisites 
Complete the following tasks before upgrade: 


 Make the switch and the file server reachable to each other. 


 Enable the TFTP/FTP server on the file server. 


 Log in to the CLI of the switch from a PC. 
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 Put the new system software image to the file server and specify the working directory for the 
TFTP/FTP server. 


 Back up the current system software image and configuration file to a PC, which can be used to 
recover the system upon upgrade failure. 


 CAUTION: 


You must reboot the switch to validate the upgrade. During the reboot, all the functions on the switch are
unavailable.  


 


Figure 1 Upgrade environment 


 
 


Upgrading system software from the CLI 
You can upgrade the system software from the CLI by using one of the following methods: 


 Using TFTP 


 Using FTP 


Using TFTP 
Use the switch as the TFTP client to access the specified working directory on the TFTP server, back up the 
current system software image and configuration file, and upgrade the system software as follows.  


Backing up the current system software image and configuration file 


1. Use the save command in any view to save current configuration information.  
<Sysname> save 
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The current configuration will be written to the device. Are you sure? [Y/N]:y 


Please input the file name(*.cfg)[cfa0:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


cfa0:/startup.cfg exists, overwrite? [Y/N]:y 


 Validating file. Please wait.... 


 The current configuration is saved to the active MPU successfully. 


 Configuration is saved to device successfully. 


<Sysname> 


2. Use the dir command in user view to see information about the current software image and 
configuration file, and free storage space on the CF card. Make sure that the CF card has enough 
space to store the new image.  
<Sysname> dir cfa0:/ 


Directory of cfa0:/ 


 


   0     drw-         -  Jun 28 2011 14:41:16   logfile 


   1     drw-         -  Jun 28 2011 14:42:56   domain1 


   2     -rw-     66256  Jun 28 2011 14:43:40   p2p_default.mtd 


   3     -rw-      8694  Jun 28 2011 14:47:12   startup.cfg 


   4     -rw-      3432  Jun 28 2011 14:47:10   system.xml 


   5     -rw-  56861744  Jun 28 2011 14:37:46   main.bin 


 


1021808 KB total (964868 KB free) 


 


File system type of cfa0: FAT16 


 


<Sysname> 


The factory-default system software image is main.bin. The default configuration file is startup.cfg 
after you save configuration information.  


3. Use the tftp put command in user view to upload the current image main.bin to the TFTP server for 
backup.  
<Sysname> tftp 192.168.1.1 put main.bin  


 


  File will be transferred in binary mode 


  Sending file to remote TFTP server. Please wait... \ 


  TFTP: 56861744 bytes sent in 70 second(s). 


  File uploaded successfully. 


 


<Sysname> 


4. Use the tftp put command in user view to upload the configuration file startup.cfg to the TFTP server 
for backup. 
<Sysname> tftp 192.168.1.1 put startup.cfg 


  File will be transferred in binary mode 


  Sending file to remote TFTP server. Please wait... \ 


  TFTP:     8694 bytes sent in 0 second(s). 


  File uploaded successfully. 


                                                                      


<Sysname> 
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Upgrading system software 


1. Use the tftp get command in user view to download the new image update.bin from the TFTP server 
to the CF card of the switch.  
<Sysname> tftp 192.168.1.1 get update.bin 


 


  File will be transferred in binary mode 


  Downloading file from remote TFTP server, please wait...| 


  TFTP: 56861744 bytes received in 70 second(s) 


  File downloaded successfully. 


 


<Sysname> 


2. Use the boot-loader command in user view to set the new image update.bin as the main system 
software image used at the next startup.  
<Sysname> boot-loader file update.bin slot 0 main 


  This command will set the boot file. Continue? [Y/N]:y 


  The specified file will be used as the main boot file at the next reboot on slot 
0! 


<Sysname> 


3. Use the display boot-loader command in user view to view information about system software 
images.  
<Sysname> display boot-loader 


The next primary boot file of chassis 1 slot  0 is: cfa0:/update.bin 


The next backup boot file of chassis 1 slot  0 is: cfa0:/main.bin 


The current boot file of chassis 1 slot  0 is: cfa0:/main.bin 


<Sysname> 


The output shows that the image to be used at the next startup is update.bin. 


4. Use the reboot command in user view to reboot the switch.  
<Sysname> reboot 


 Start to check configuration with next startup configuration file, please 
wait.........DONE!  


 This command will reboot the device. Continue? [Y/N]:y   


  


 Now rebooting, please wait...  


<Sysname> 


System is starting...  


5. After the reboot, execute the display version command to verify that the new image has been 
loaded.  


Using FTP 
Use the switch as the FTP client to access the specified working directory on the FTP server, back up the 
current system software image and configuration file, and upgrade the system software as follows.  


Backing up the current system software image and configuration file 


1. Use the save command in any view to save current configuration information.  
<Sysname> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y 
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Please input the file name(*.cfg)[cfa0:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


cfa0:/startup.cfg exists, overwrite? [Y/N]:y 


 Validating file. Please wait.... 


 The current configuration is saved to the active MPU successfully. 


 Configuration is saved to device successfully. 


<Sysname> 


2. Use the dir command in user view to see information about the current software image and 
configuration file, and free storage space on the CF card. Make sure that the CF card has enough 
space to store the new image. 
<Sysname> dir cfa0:/ 


Directory of cfa0:/ 


 


   0     drw-         -  Jun 28 2011 14:41:16   logfile 


   1     drw-         -  Jun 28 2011 14:42:56   domain1 


   2     -rw-     66256  Jun 28 2011 14:43:40   p2p_default.mtd 


   3     -rw-      8694  Jun 28 2011 14:47:12   startup.cfg 


   4     -rw-      3432  Jun 28 2011 14:47:10   system.xml 


   5     -rw-  56861744  Jun 28 2011 14:37:46   main.bin 


 


1021808 KB total (964868 KB free) 


 


File system type of cfa0: FAT16 


 


<Sysname> 


The factory-default system software image is main.bin. The default configuration file is startup.cfg 
after you save configuration information.  


3. Use the ftp command to log in to the FTP server. Enter the username and password as prompted.  
<Sysname> ftp 192.168.1.1 


Trying 192.168.1.1 ... 


Press CTRL+K to abort 


Connected to 192.168.1.1. 


220 3Com 3CDaemon FTP Server Version 2.0 


User(192.168.1.100:(none)):user001 


331 User name ok, need password 


Password: 


230 User logged in successfully 


4. Use the put command in FTP client view to upload the current image main.bin to the FTP server for 
backup.  
[ftp] binary 


200 Type set to I 


 


[ftp] put main.bin                                                           


227 Entering Passive Mode (192,168,1,1,7,210)                               


150 "D:\test\main.bin" file ready to receive in ASCII mode                  


226 Transfer finished successfully.                                             


FTP: 56861744 byte(s) sent in 119.674 second(s), 464.00Kbyte(s)/sec. 
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[ftp] 


5. Use the put command in FTP client view to upload the configuration file startup.cfg to the FTP server 
for backup. 
[ftp] put startup.cfg                                                             


227 Entering passive mode (192,168,1,1,7,177)                                  


125 "D:\test\startup.bin" file ready to receive in ASCII mode                      


226 Transfer finished successfully.                                             


FTP: 3054445 byte(s) sent in 3.828 second(s), 797.00Kbyte(s)/sec.                    


                                                                                 


[ftp] 


Upgrading system software 


1. Use the get command in FTP client view to download the new image update.bin from the TFTP 
server to the CF card of the switch.  
[ftp] get update.bin 


                                                                                 


227 Entering passive mode (192,168,1,1,7,225)                                  


150 "D:\test\update.bin" file ready to sent (23861744 bytes) in ASCII mode       


226 Transfer finished successfully.                                            


FTP: 23861744 byte(s) received in 30.907 second(s), 772.00K byte(s)/sec.         


                                                                                 


[ftp] 


2. Use the quit command in FTP client view to return to user view. 
[ftp]quit 


221 Service closing control connection 


 


<Sysname> 


3. Use the boot-loader command in user view to set the new image update.bin as the main system 
software image used at the next startup.  
<Sysname> boot-loader file update.bin slot 0 main 


  This command will set the boot file. Continue? [Y/N]:y 


  The specified file will be used as the main boot file at the next reboot on slot 
0! 


<Sysname> 


4. Use the display boot-loader command in user view to view information about system software 
images.  
<Sysname> display boot-loader 


 The next primary boot file of chassis 1 slot  0 is: cfa0:/update.bin 


 The next backup boot file of chassis 1 slot  0 is: cfa0:/main.bin 


 The current boot file of chassis 1 slot  0 is: cfa0:/main.bin 


<Sysname> 


The output shows that the image to be used at the next startup is update.bin. 


5. Use the reboot command in user view to reboot the switch.  
<Sysname> reboot 


Start to check configuration with next startup configuration file, please 
wait.........DONE!  


 This command will reboot the device. Continue? [Y/N]:y   
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 Now rebooting, please wait...  


<Sysname> 


System is starting...  


6. After the reboot, execute the display version command to verify that the new image has been 
loaded. 


Upgrading system software from BootWare menu 
You can upgrade the system software from the BootWare menu by using one of the following methods: 


 Using TFTP/FTP through Ethernet port 


 Using Xmodem through console port 


BootWare main menu 
Upon startup, the switch displays the following information: 
DDR2 SDRAM test successful.                                                      


Press Ctrl+T to start five-step full RAM test...                                 


Press Ctrl+Y to start nine-step full RAM test...                                 


System is starting...                                                            


Press Ctrl+D to Access BASIC-BOOTWARE MENU                                       


Booting Normal Extend BootWare                                                   


The Extend BootWare is self-decompressing.......................                 


Done!         


 


**************************************************************************** 


*                                                                          * 


*                   HP 12500 BootWare, Version 1.22                      * 


*                                                                          * 


**************************************************************************** 


Copyright (c) 2010-2012 Hewlett-Packard Development Company, L.P. 


 


Compiled Date       : Jul 22 2011 


CPU Type            : MPC8548E 


CPU L1 Cache        : 32KB 


CPU L2 Cache        : 512KB 


CPU Clock Speed     : 1000MHz 


Memory Type         : DDR2 SDRAM 


Memory Size         : 4096MB 


Memory Speed        : 400MHz 


BootWare Size       : 4MB 


Flash Size          : 128MB 


cfa0 Size           : 1024MB 


NVRAM Size          : 1024KB 


BASIC CPLD Version  : 003 


EXTEND CPLD Version : 003 


PCB Version         : Ver.B 
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Board self testing........................... 


Board steady testing...                           [ PASS ] 


Board SlotNo...                                   [   0  ] 


Subcard exist testing...                          [ PASS ] 


DX246  testing...                                 [ PASS ] 


PHY88E1111  testing...                            [ PASS ] 


CPLD1 testing...                                  [ PASS ] 


CPLD2 testing...                                  [ PASS ] 


NS16550 register testing...                       [ PASS ] 


The default switch's Mac address...               [00:e0:fc:00:95:12] 


CF Card testing...                                [ PASS ] 


BootWare Validating... 


Press Ctrl+B to enter extended boot menu... 
 


 NOTE: 


The output varies with switch models. 
 


Press Ctrl+B when "Press Ctrl+B to enter extended BootWare menu..." appears. 
BootWare password: Not required. Please press Enter to continue. 


Input the “Enter”to enter the BootWare main menu. 
The current mode is password recovery.                                           


Note: The current operating device is cfa0                                       


Enter < Storage Device Operation > to select device.                             


                                                                                 


===========================<EXTEND-BOOTWARE MENU>===========================     


|<1> Boot System                                                           |     


|<2> Enter Serial SubMenu                                                  |     


|<3> Enter Ethernet SubMenu                                                |     


|<4> File Control                                                          |     


|<5> Restore to Factory Default Configuration                              |     


|<6> BootWare Operation Menu                                               |     


|<7> Clear Super Password                                                  |     


|<8> Storage Device Operation                                              |     


|<9> Product Special Operation                                             |     


|<0> Reboot                                                                |     


============================================================================     


Ctrl+Z: Access EXTEND-ASSISTANT MENU                                             


Ctrl+F: Format File System                                                       


Enter your choice(0-9): 


BootWare submenus 
Entering serial submenu 


You can upgrade the system software and modify serial port parameters in the serial submenu.  


Enter 2 in the BootWare main menu to enter the serial submenu.  
===========================<Enter Serial SubMenu>=========================== 
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|Note:the operating device is cfa0                                        | 


|<1> Download Application Program To SDRAM And Run                         | 


|<2> Update Main Application File                                          | 


|<3> Update Backup Application File                                        | 


|<4> Update Secure Application File                                        | 


|<5> Update User Private File                                              | 


|<6> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-6): 


Entering Ethernet submenu 


Enter 3 in the BootWare main menu to enter the Ethernet submenu. 
==========================<Enter Ethernet SubMenu>========================== 


|Note:the operating device is cfa0                                        | 


|<1> Download Application Program To SDRAM And Run                         | 


|<2> Update Main Application File                                          | 


|<3> Update Backup Application File                                        | 


|<4> Update Secure Application File                                        | 


|<5> Update User Private File                                              | 


|<6> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-6): 


Entering file control submenu 


Enter 4 in the BootWare main menu to enter the file control submenu, where you can display files, modify 
file names, and delete files. 
===============================<File CONTROL>=============================== 


|Note:the operating device is cfa0                                        | 


|<1> Display All File(s)                                                   | 


|<2> Set Application File type                                             | 


|<3> Delete File                                                           | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-3):   


Table 14 File control submenu description 


Item Description 


<1> Display All File(s) Display all files. 
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Item Description 


<2> Set Application File type 


Set system software image type. 


Attributes main (M) and backup (B) determine the 
image type, such as type M, type B, or type M+B. An 
image can have any combination of M and B 
attributes, but there can only be one image for the 
same attribute. For example, if you specify an attribute 
for a new image, the original image with the specified 
attribute removes that attribute. If the original image 
has only one attribute, its type changes to N/A.  


<3> Delete File Delete files 


<0> Exit To Main Menu Return to the BootWare main menu 
 


Using TFTP/FTP through Ethernet port 
1. Enter 3 in the BootWare main menu to enter Ethernet submenu, and then enter 6 to enter Ethernet 


parameter set menu.  
==========================<ETHERNET PARAMETER SET>========================== 


|Note:       '.' = Clear field.                                            | 


|            '-' = Go to previous field.                                   | 


|          Ctrl+D = Quit.                                                  | 


============================================================================ 


Protocol (FTP or TFTP) :ftp 


Load File Name         :main.bin 


                       :update.bin 


Target File Name       :main.bin 


                       :update.bin 


Server IP Address      :192.168.3.1 


Local IP Address       :192.168.3.125 


Gateway IP Address     :0.0.0.0 


FTP User Name          :user 


FTP User Password      :password 


Table 15 Parameter description 


Field Description 


Load File Name Name for the downloaded file 


Target File Name Name of the target file, identical with the name of the file on the server 
 


2. Enter 2 to upgrade the main system software image.  
Loading..................................................................... 


............................................................................ 


.........................Done! 


31911744 bytes downloaded! 


Updating File cfa0:/main.bin............................................... 


....................................................Done! 


==========================<Enter Ethernet SubMenu>========================== 
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|Note:the operating device is cfa0                                        | 


|<1> Download Application Program To SDRAM And Run                         | 


|<2> Update Main Application File                                          | 


|<3> Update Backup Application File                                        | 


|<4> Update Secure Application File                                        | 


|<5> Update User Private File                                              | 


|<6> Modify Ethernet Parameter                                             | 


|<0> Exit To Main Menu                                                     | 


|<Ensure The Parameter Be Modified Before Downloading!>                    | 


============================================================================ 


Enter your choice(0-6): 


3. Enter 0 to return to the BootWare main menu, and then enter 1 to boot the system.  


Using Xmodem through console port 
1. Enter 2 in the BootWare main menu to enter the serial submenu.  


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is cfa0                                        | 


|<1> Download Application Program To SDRAM And Run                         | 


|<2> Update Main Application File                                          | 


|<3> Update Backup Application File                                        | 


|<4> Update Secure Application File                                        | 


|<5> Update User Private File                                              | 


|<6> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-6): 


2. Enter 6 in the serial submenu to modify the baudrate.  
===============================<BAUDRATE SET>=============================== 


|Note:'*'indicates the current baudrate                                    | 


|     Change The HyperTerminal's Baudrate Accordingly                      | 


|---------------------------<Baudrate Available>---------------------------| 


|<1> 9600(Default)*                                                        | 


|<2> 19200                                                                 | 


|<3> 38400                                                                 | 


|<4> 57600                                                                 | 


|<5> 115200                                                                | 


|<0> Exit                                                                  | 


============================================================================ 


Enter your choice(0-5):5 


Select the baudrate as needed. For example, enter 5 to select 115200bps, and the following 
information appears.  
Baudrate has been changed to 115200 bps. 


Please change the terminal's baudrate to 115200 bps, press ENTER when ready. 
 


NOTE: 


If you use the default baudrate 9600 bps, go to Step 7.  
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|<3> Update Backup Application File                                        | 


|<4> Update Secure Application File                                        | 


|<5> Update User Private File                                              | 


|<6> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-6): 


7. Enter 2 in the serial submenu to upgrade the main system software image.  
Please Start To Transfer File, Press <Ctrl+C> To Exit. 


Waiting ...CCCCC 


Select Transfer > Send File in the HyperTerminal window. In the Send File dialog box that appears, click 
Browse to select the target image update.bin, and select Xmodem as the protocol. 


Figure 6 Send file dialog box 


 
 


8. Click Send. The following dialog box appears: 


Figure 7 Send the file using XMODEM 


 
 


When the download is complete, the following information appears: 
Download successfully! 


31911808 bytes downloaded! 


Input the File Name:update.bin 
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Updating File cfa0:/update.bin.............................................. 


.....................................................Done! 


 


===========================<Enter Serial SubMenu>=========================== 


|Note:the operating device is cfa0                                        | 


|<1> Download Application Program To SDRAM And Run                         | 


|<2> Update Main Application File                                          | 


|<3> Update Backup Application File                                        | 


|<4> Update Secure Application File                                        | 


|<5> Update User Private File                                              | 


|<6> Modify Serial Interface Parameter                                     | 


|<0> Exit To Main Menu                                                     | 


============================================================================ 


Enter your choice(0-6): 


9. Enter 0 to return to the BooWare main menu, and then type 1 to boot the system. 
 


 NOTE:  


After the startup, change the baud rate of the HyperTerminal back to 9600 bps by following Step 3 through
Step 5. 


Use the Ethernet port instead of the console port to download the system software image for a higher speed.
 


Handling upgrade failures 
If an upgrade failure occurs, the switch operates using the original version. 


Follow these steps to handle upgrade failure: 


1. Check that physical ports are correctly connected. 


2. Check that the HyperTerminal settings are correct for console login. 


3. Check the HyperTerminal output for errors. The following shows some possible errors.  


 You selected a baud rate other than 9600 bps, but did not set the baud rate on HyperTerminal. 


 You typed an incorrect TFTP server IP address, filename, or directory. 


 You typed an incorrect FTP server IP address, filename, file directory, FTP username, or password. 


4. Check that FTP or TFTP server software is running and has correct settings.  


5. Check that the flash has enough memory to store the downloaded files. 


6. If a message “Something is wrong with the file” appears, check that the file is usable.  


Serial port pinouts 
Of the cable used to connect the PC to the 12500, the end connected to the PC is a DB-9 connector, and 
the other end connected to the interface card of the 12500 is a 2 × 5 dual-row receptacle where the row 
with a triangle sign has pins 1, 3, 5, 7, and 9, and the other row has pins 2, 4, 6, 8, and 10. 


Connect pin 2 of the DB-9 connector to pin 3 of the receptacle 


Connect pin 3 of the DB-9 connector to pin 2 of the receptacle  


Connect pin 5 of the DB-9 connector to pin 5 of the receptacle 
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Other pins remain unconnected. 


 
 





